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RELEASE: 2000-069
COMPUTER “HACKER” PLEADSGUILTY

On June 29, 2000, Ikenna Iffih pled guilty to athree-count crimina information filed in U.S. Didrict Court
in Boston, MA, for violations of Title 18, United States Code (USC), Section 2511(1)(a), theillegd interception
and possession of dectronic communications transmitted to and through a United States Government compuiter;
Title 18, USC, Section 1030(a)(5)(B), theillegd and intentiona access and damage of a computer used in
interstate and foreign commerce; and Title 18, USC, Section 1362, the willful and malicious interference of a
working communications system operated and controlled by the United States Government. The three counts
combined carry a maximum pendty of 20 years incarceration and a potentia fine of up to $750,000. Sentencing
has been set for October 26, 2000.

Iffih obtained unauthorized access to a did-up Internet account. On April 10 - 11, 1999, Iffih used that
account to compromise a Defense Logistics Agency (DLA) computer in Columbus, OH. Using the DLA
computer, Iffihillegdly accessed a computer owned by the Zebra Marketing Online Service (ZMOS) in Sesttle,
WA, and through his reckless actions, damaged that computer and caused a significant loss of revenue to ZMOS.
On May 6, 1999, Iffih illegally accessed a computer located at the Goddard
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Space Hight Center (GSFC) in Greenbelt, MD, and used his accessto ingtdl a"sniffer” program to view and
capture login names and passwords transmitted on the GSFC network.

The investigation was conducted by Specid Agents of the NASA Office of Ingpector Generd, Office of
Crimind Investigations, Computer Crime Division; the Defense Crimind Investigative Service; the Federd Bureau
of Investigation; the U.S. Department of the Interior, Office of Inspector Generd; and the Immigration and
Naturaization Service, Office of Investigations. Assstant United States Attorneys Allison D. Burroughs, Didtrict
of Massachusetts, and Stephen C. Schroeder, Western Didtrict of
Washington, are handling the prasecution of this maiter.
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